
 

 

 
 

 

 
March 28, 2016 

VIA ELECTRONIC FILING 

Marlene H. Dortch 
Secretary 
Federal Communications Commission 
445 12th Street, S.W. 
Washington, DC 20554 

Re: Notice of Ex Parte – Use of Spectrum Bands Above 24 GHz for Mobile 
Radio Services – GN Docket No. 14-177 

Dear Ms. Dortch: 

On March 24, 2016, Joseph Sandri and Christopher Naoum of FiberTower 
Spectrum Holdings, LLC (“FiberTower”), along with Douglas  Brandon and Steven  
Rowings of Akin Gump Strauss Hauer & Feld LLP, met with the following staff of the 
Federal Communications Commission (“Commission”) in the above-captioned 
proceeding:  John Schauble, Brian Regan, Tim Hilfiger, Simon Banyai, Catherine 
Schroeder, Nancy Zaczek, and Matthew Pearl of the Wireless Telecommunications 
Bureau; Serey Thai of the Office of Engineering and Technology; Jose Albuquerque of 
the International Bureau; and Ahmed Lahjouji of the Public Safety and Homeland 
Security Bureau.1 

In the meeting, FiberTower discussed the importance of ensuring the resiliency 
and security of 5G networks deployed over the millimeter wave (“mmW”) band 
spectrum, as described more fully in the attached materials.  In particular, FiberTower 
emphasized the need for mission-critical networks to be physically diverse and 
independently powerable to ensure ongoing operations in the event of natural or man-
made disruptions to a portion of the network.  FiberTower also discussed the measures 
that can be taken to ensure that 5G communications are physically secure, such as by 
exclusive licensing to prohibit use of certain frequencies by any party other than the 
licensee and by unique device configurations that preclude access to the communications 
by devices outside the network.  FiberTower and the staff then discussed the importance 
of encrypting the communications themselves to further ensure their security.  
Additionally, FiberTower discussed its support for the concept of “security by design,” 

                                                 
1 Tim Hilfiger and Serey Thai participated in the meeting via phone. 



 

and for the Commission’s setting of minimum security standards for the deployment of 
5G networks to safeguard the mission-critical services that will be delivered over 5G. 

FiberTower reiterated that the power-flux density (“PFD”) limits governing 
satellite operations in the 39 GHz band were the result of intensive, cross-industry 
negotiations, and that they have operated quite effectively since their adoption.  Because 
the 5G mobile base stations that will be deployed in the mmW bands will be functionally 
indistinguishable from the base stations used today in fixed point-to-multipoint 
operations, FiberTower noted that the existing PFD limits should continue to apply in a 
5G environment.  This will ensure protection to mobile operations and provide sufficient 
certainty to promote investment in the deployment of 5G mobile broadband access, 
macro and small-cell backhaul, and high-capacity fixed wireless access services in the 
mmW bands.  FiberTower noted that the only means to provide similar levels of certainty 
if the PFD levels are changed is through transparent testing that is open to all 
stakeholders and thoroughly addresses the concerns of fixed and mobile operators. 

FiberTower discussed its support for the inclusion of the 24 GHz band, which 
WRC-15 identified as a target band for 5G deployment, in the Upper Microwave Flexible 
Use Service (“UMFUS”) and creation of larger spectrum blocks in the UMFUS to 
support higher-bandwidth services.  FiberTower noted that with rapid advancements in 
polarization and modulation technologies, multi-gigabit services can be delivered on 
smaller swaths of spectrum, as demonstrated by the fact that FiberTower has successfully 
delivered 1 Gbps over 112 MHz of spectrum in the 24 GHz band.2   

FiberTower also discussed the propagation characteristics of the mmW bands and 
noted that advancements in chipsets and their increased processing power have made it 
possible to reassemble signals traveling (i) through foliage and other materials or (ii) 
being refracted or reflected off materials, further increasing the reach of services 
delivered in the mmW bands, which advancements FiberTower expects to continue into 
the future. 

Respectfully submitted, 
 
  /s/   

      Joseph M. Sandri 
      FiberTower Spectrum Holdings, LLC 
      1875 Eye Street, N.W. 
      Washington, DC 20006 
     
 
Attachments 

                                                 
2 See Montgomery County, MD, Montgomery County Business Innovation Network, Atlantech Online, and 
FiberTower UltraGig Ribbon Cutting (published Aug. 5, 2015), available at 
http://static1.squarespace.com/static/53ad732ee4b06e52f1ceda08/t/56325921e4b00c21ad0b69c1/14461401
93248/FiberTower+ultraGig+Presentation+FINAL.pdf (last accessed Mar. 28, 2016). This system used 256 
QAM modulation.  Higher order modulations, such as 2048 QAM and 4096 QAM are now in the 
marketplace, thus providing multi-gigabit connectivity over the same channel widths. 
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Security & Millimeter Wave Exclusively Licensed Wide-Area Spectrum: 
5G Access and Backhaul 

Potent security configurations and strategies exist for carrier-class, ‘wireless fiber’ broadband 
fixed, portable and mobile connectivity over exclusively licensed, wide-area spectrum 
authorizations in the 24GHz and 39GHz bands.  These robust, multi-layered techniques provide 
excellent security milestones for any organization seeking to rely on these bands for 5G data 
transmissions.   

I. GENERALLY 
 

Physical layer barriers utilizing this particular configuration of carrier-grade or government-
grade wireless fiber (fixed wireless) generally include, and are not limited to: 

 Exclusively-licensed spectrum bands.  Access to a license holder’s spectrum is illegal 
without specific, FCC-approved, contractual and regulatory authorizations.   
 

 There are marketplace and regulatory barriers to successfully obtain and operate 
proprietary equipment capable of operation in exclusively licensed bands.  The 
manufacturers know who owns the exclusive licenses. 

 

 Even if equipment can be procured that operates over exclusively-licensed wide-
area spectrum, there are very specific bands, and also multiple specific channels and 
sub-channels within various spectrum bands, upon which a particular piece of 
equipment can operate.   

 
o Equipment is specific to a channel or set of channels and to a specific 

manufacturer and model.  Without obtaining these specific physical 
equipment combinations, a specific wireless fiber link cannot operate. 

 

o Each transceiver (radio) can be physically configured to require specific 
authentication before it will communicate with any other radio of the same 
manufacture and model. 
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 For Point-to-point and multiple-point-to-point narrow beamwidth prevents 
interference and interception.   

o Exceedingly tight beamwidths in the millimeter band spectrum result in a 
thin bore-sight ‘pencil beam’ between, for example, two rooftops being 
served.   

o Those rooftops are typically secured by multiple layers of building 
management security.  Because both ends are controlled by the network 
operator there are not lengths of fiber or copper underground or in conduit 
between the two facilities potentially available to be tapped. 

o If wireless fiber interception is attempted (for example via crane or 
helicopter), typically the physical link drops due to obstruction.  Also 
physically placing a bore-sight system into the beam in order to attempt 
interception typically automatically triggers various alarms concerning main-
lobe or side-lobe interference. 
 

 For point-to-multipoint sector and omni-directional base stations servicing fixed, 
portable or mobile devices, the signal will ‘bathe’ entire areas.   The above-listed 
physical barriers to accessing the signal are able to be supplemented by extensive 
encryption and spread-spectrum style channel movement. 
 

 HTTPS, SSH, SNMP v3, and RADIUS support for controlled device access 
 

o HTTPS is the protocol for secure communications over a computer network 
that is widely used over the internet. It encrypts the user communications 
with web interfaces such as Chrome, Explorer, etc. 

o Secure Shell (SSH) provides a secure channel over an unsecured network. 
o Simple Network Management Protocol (SNMP) and other configurations 

provide added protection layers.1   
o Each packet over a secure HTML interface is encrypted and packed with a 

message authentication code (MAC) and is bolstered by Secure Socket Layer 
(SSL), Tranport Layer Security (TLS), Authentication, RSA key exchange. 

 

II. CONFIGURATION 

                                                           
1 Password history protocols to avoid re-use; configurable password expiration; configurable SNMP access (disable, 
read-only [RO], read-write [RW}, etc. 
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Each transceiver (radio) is hard-configured to communicate only with a matched radio of the 
same make and model.  At installation, each link is programmed with the MAC and IP address 
of its partner, and specific link numbering, channel assignment, polarization2, power-flux-
density, QAM and other factors are individually tailored to the individual link. Then the two 
ends of the link will communicate only with each other, eliminating “man-in-the-middle” 
attacks. The pre-pairing also allows fast deployment as all that is needed is power for the 
modules to start searching for each other. Over-the-air security is achieved through a 
proprietary scrambling mechanism that cannot be disabled or spoofed by commercial tools. On 
transmission, the typical proprietary system signal often passes through the following 
representative processes:  

 • Reed Solomon forward error correction where added bits are applied  

• Scrambling with a code that repeats every eight Reed Solomon code words  

• Interleaver where the signal is then changed in order  

• Convolutional Encoding where the signal is scrambled into two streams and then sent 
serially with some bits unsent  

• The signal is coded onto one of BPSK, QPSK, 16 QAM, 64 QAM, 128 QAM, 256 QAM, 
512 QAM, 1024 QAM, 2048 QAM or 4096 QAM waveforms  

• Then the signal is interleaved across a specific waveform model (such as 1024-carrier 
OFDM) 

FIPS 197 compliant, 128- or 256-bit AES Encryption (or other optional software encryption 
models) are available and routinely applied.3 Additional encryption of data before it is 
transmitted is possible (and often routinely added) by using the security measures built into 
routers, network devices and web sites in order to ensure end-to-end protection of data.  
Finally, it is critical to reinforce that as a service provider offering a secure private line 

                                                           
2 Beam forming and polarization dynamics can be configured to defeat unwanted signal connectivity.  Beyond 
traditional vertical and horizontal polarizations, there are now radial polarization techniques that, when combined 
with timing codes, can act a strong deterrents. 
3 FIPS 197 compliant AES encryption options provide (1) low latency (add about 4 micro seconds), (2) full-rate 
encrypted Gigabit or Fast Ethernet performance under all traffic loads, (3) cipher block chaining (128—bit blocks) 
conceal patterns in plain text.    
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broadband link, if and when any data leaves the confines of the secured system and is, for 
example, sent to another system (via the Internet, etc), it is inherently no longer secure. 

Sources:  FiberTower laboratory, Motorola, SAF, DragonWave, Bridgewave, and National Spectrum Managers 
Association (NSMA). 
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